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Agenda Item:
2
1
Opening of the Meeting (9:00 on Monday)

2
Approval of Agenda and Meeting Objectives

3
IPR and Anti-Trust Law Reminder

4
Meeting Reports
4.1 Approval of the report from previous SA3 meeting(s)
4.2
 Report from SA plenary
4.3
 Report from SA3-LI

5
Items for early consideration
NOTE: For contributions to this agenda item, please contact the chairman in advance of the meeting

6
Reports and Liaisons from other Groups

6.1
 3GPP Working Groups

6.2
 IETF

6.3 ETSI SAGE

6.4
 GSMA

6.6
 TCG

6.7 oneM2M
6.8 TC-CYBER

6.9 ETSI NFV
6.10 CVDs and Research
6.11 Other Groups

7
Work Areas

NOTE: For Rel-15 the focus is only on essential FASMO (frequent and serious mis-operation) corrections. 
7.1 Security aspects of 5G System - Phase 1 (5GS_Ph1-SEC) (Rel-15)
7.1.1 Key hierarchy (to be handled after the corresponding contributions were dealt with) 

7.1.2 Key derivation 

7.1.3 Mobility

7.1.4 AS security

7.1.5 NAS security

7.1.6 Security context

7.1.7 Visibility and Configurability

7.1.8 Primary authentication 
7.1.9 Secondary authentication 

7.1.10 Interworking

7.1.11 non-3GPP access

7.1.12 NDS

7.1.13 Service based architecture

7.1.13.1 Interconnect (SEPP related)

7.1.13.2 Other
7.1.14 Privacy

7.1.15 Incoming and outgoing LSes
7.1.16 Others
7.2 Security Assurance Specification for 5G (SCAS_5G) (Rel-16)
7.2.1 NR Node B (gNB) (TS 33.511)

7.2.2 Access and Mobility Management Function (TS 33.512)

7.2.3 User Plane Function (UPF) (TS 33.513)

7.2.4 Unified Data Management (UDM) (TS 33.514)

7.2.5 Session Management Function (SMF) (TS 33.515)

7.2.6 Authentication Server Function (AUSF) (TS 33.516)
7.2.7 Security Edge Protection Proxy (SEPP) (TS 33.517)
7.2.8 Network Resource Function (NRF) (TS 33.518)

7.2.9 Network Exposure Function (NEF) (TS 33.519)

7.2.10 Others
7.3 eMCSec R16 security (MCXSec) (Rel-16)

7.4 Security aspects of single radio voice continuity from 5GS to UTRAN (5GS_UTRAN_SEC) (Rel-16)

7.5 Enhancements for Security aspects of Common API Framework for 3GPP Northbound APIs (eCAPIF-Sec) (Rel-16)
7.6 Security of URLLC for 5GS (5G_URLLC_SEC) (Rel-16)
7.7 Security for 5GS Enhanced support of Vertical and LAN Services (Vertical_LAN_SEC) (Rel-16)
7.8 Other work areas
7.8.1
SAE/LTE Security
7.8.2
IP Multimedia Subsystem (IMS) Security

7.8.3
Network Domain Security (NDS)
7.8.4
UTRAN Network Access Security
7.8.5
GERAN Network Access Security
7.8.6
Generic Authentication Architecture (GAA)
7.8.7
Security Aspects of Home(e)NodeB (H(e)NB)
7.8.8
Mission Critical (MCPTT, MCSec, eMCSec, MONASTERY_SEC)
7.8.9
Security Assurance Specifications (SCAS-SA3, SCAS_PGW, SCAS_eNB)

7.8.10
Security Aspects of Narrowband IOT (CIoT)
7.8.11
EPC enhancements to support 5G New Radio via Dual Connectivity (EDCE5)

7.8.12
Northbound APIs Security for SCEF - SCS/AS Interworking (NAPS_Sec) (Rel-15)

7.8.13
Security Aspects of Common API Framework for 3GPP Northbound APIs (CAPIF_Sec) (Rel-15)

7.8.14
PLMN RAT selection (Steering of Roaming) (Rel-15)
7.8.15
Battery Efficient Security for very low Throughput Machine Type Communication Devices (BEST_MTC_Sec) (Rel-15)


7.8.16 Other work items
7.9 New work item proposals

8
Studies

8.1 Study on Security Aspects of the 5G Service Based Architecture (FS_SBA-Sec) (Rel-16)

8.2 Study on Long Term Key Update Procedures (FS_LTKUP) (Rel-16)

8.3 Study on Supporting 256-bit Algorithms for 5G (FS_256-Algorithms) (Rel-16)

8.4 Security aspects of single radio voice continuity from 5G to UTRAN (FS_5G_UTRAN_SEC) (Rel-16)
8.5 Study on authentication and key management for applications based on 3GPP credential in 5G (FS_AKMA) (Rel-16)

8.6 Study on evolution of Cellular IoT security for the 5G System (FS_CIoT_sec_5G) (Rel-16)

8.7 Study on the security of the Wireless and Wireline Convergence for the 5G system architecture (FS_5WWC_SEC) (Rel-16)

8.8 Study on Security Aspects of PARLOS (FS_PARLOS_Sec) (Rel-16)

8.9 Study on 5G security enhancement against false base stations (FS_5GFBS) (Rel-16)
8.10 Study of KDF negotiation for 5G System Security (FS_5GS_KDF) (Rel-16)
8.11 Study on Security aspects of Enhancement of Network Slicing (FS_eNS_SEC) (Rel-16)
8.12 Study on Security of the enhancement to the 5GC location services (FS_eLCS_Sec) (Rel-16)
8.13 Study on security for 5G URLLC (FS_5G URLLC_SEC) (Rel-16)
8.14 Study on SECAM and SCAS for 3GPP virtualized network products (FS_VNP_SECAM_SCAS) (Rel-16)
8.15 Study on Security for 5GS Enhanced support of Vertical and LAN Services (FS_Vertical_LAN_SEC) (Rel-16)
8.16 Study on LTKUP Detailed solutions (FS_LTKUP_Detail) (Rel-16)

8.17 Study on User Plane Integrity Protection (FS_UP_IP_Sec) (Rel-16)

8.18 Study on Security Impacts of Virtualisation (FS_SIV) (Rel-16)

8.19 Study on authentication enhancements in 5GS (FS_AUTH_ENH) (Rel-16)

8.20 Study on Security for NR Integrated Access and Backhaul (FS_NR_IAB_Sec) 
8.21 Study on Security Aspects of 3GPP support for Advanced V2X Services (FS_eV2X_Sec) 
8.22 Other study areas

8.23 New study item proposals
9
Work Plan and Rapporteur Input
9.1 Review of work plan
9.2 Rapporteur input on status of WID or SID
10
Future Meeting Dates and Venues
11
Any Other Business

12
Close ☺ (Friday 16:00)
Meeting Objectives:

· Corrections to Rel-15 items that affect other working groups
· Rel-16 work and study items (prioritize Rel-16 studies related to normative work in other groups)
Draft Schedule of the Meeting
Monday

· TBD
Tuesday
· TBD
Wednesday
· TBD
Thursday

· TBD
Friday
· TBD

Additional break-out sessions may be arranged.
